010_006 DEF-Homomophism.EIG-Enc

Compatibility relations of modular arithmetic:
(a+b)mod p =(a mod p + b mod p) mod p.

(@ * b) mod p =((a mod p) * (b mod p)) mod p.
a” mod p = (a mod p)” mod p.

Fermat little theorem: If p is prime, then for any integer a holds a” = a mod p.

1. We may assume that aisintherange0<a<p - 1.

This is a simple consequence of the laws of modular arithmetic; we are simply saying that we may first
reduce a modulo p since

a” mod p = ((a)mod p)” mod p.

1. It suffices to prove that foraintherange1 <a<p - 1.

a’”=amod p //Q raod
ofat=0.a* Wﬂﬁ/ﬂ
af ™ = £ vod p p<a <= p.

Indeed, if the previous assertion holds for such a, multiplying both sides by a yields the original form of
the theorem.

Computation of exponents mod (p-1):

£ = xhar —u gs//rmd([?-;d)yd/‘;
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https://en.wikipedia.org/wiki/Modular_arithmetic

xe dp-g=40,4,22, /,:2 }}+mw/(p ), * vrod (p ;_/)J - 2206 (1> ~L)
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DEE (%) = o 6@5 =44,2,2 .., p-1 }// % wmod P, Jrecd o,
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DEFCKA+K2>:gQL+%2)W££/;/7§) 3 z gzmﬁ//’—’ —
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ElGamal Encryption-Decryption
Public Parameters generation PP = (p, Q).

Asymmetric Signing - Verification Asymmetric Encryption - Decryption
Sign(PrKa, h) =G =(r, s) c=Enc(PuK,, m)
V=Ver(PuKa, h, 6), Ve{True, False} = {1,0}  M=Dec(PrKa, c)

Alice Bob
PrKA =X

Hello . lko—-l Hello | _ | ;

Bop || Sion } Alicet ™ Encrypt|

Alice's Alice's
h * private key m ; public key

h<p Hello m<p [6EB6957 8} E
'} 0BEO3CE4 5 c{p

Bob Alice
l PrKa = x
Hello 4_{—} ‘ Hello | [ /O—r
Verify -¢— Decrypt
Bob Alice's Alice! i Alice's
public key private key

ElGamal Cryptosystem

1.Public Parameters generation PP = (p, g).
Generate strong prime number p: >> p=genstrongprime(28) % strong prime of 28 bit length
Find a generator gin Z,*={1, 2, 3, ..., p-1} using condition.

Strong prime p=2q+1, where q is prime, then g is a generator of Zp* . 5> 27281
g9+ 1 mod p and g?# 1 mod p. ans = 268446408
Declare Public Parameters to the network PP =(p, ); P=268435019; 0=2; . inte4(2128-1)

2/28-1= 268,435,455 ans = 268435455
PrK = x <-- randi(Z,*) ==>PuK=a=g*mod p

Asymmetric Encryption-Decryption: El-Gamal Encryption-Decryption
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p=268435019; g=2;

Let message m~ needs to be encrypted, then it must be encoded in decimal number m: 1<m < p.
E.g. m=111222. Then m mod p = m.

o = anz o pAl ) X mad p

A Pka = O B gﬂﬁfwwgryf
m 2o 10 m <

3 éé—r@mﬁ (ZF)
E = me CZ Wmdp ¢ (D) ﬁ‘.zsa{&’tﬁafary/&?
D= g /W&//D | C:(E,])) ubing A,e,—ﬁ’/(A:)(

1 D'XMMI(P“‘) o > x=123
C— X)MD@%P-():@ -X)Mﬁﬁ/(P‘i): ’ — med P x=123
::([/5:»[— X) mpp/(pA_[) 2, E‘D VMDO/P =w >> pp=127

pp =127
. < _ 4 >> isprime(pp)
(P_L> Wﬂd(ﬁ’i>’-0 sl /—%_—(L (—9— ans=1

>> mx=mod(-x,pp-1)
mx =3
>> mod(x+mx,pp-1)

(= %) mod (p- 1>~ ({7«1')0
p_, w0l (p- i> DP -i- mod (- i)
>> Dmx = mod_2p (D, p-t—x, p)

D™ mod p computation using Fermat theorem:
If p is prime, then for any integer a in Z,* holds a?! = 1 mod p.

D P { wiod P /LD—X MM/CP"i?pQ//O

DF—i o jfx:].b_xmodp =5 Lx :D_X W/p
(gtrirectness

_Enc(PDLKA:Q,Z W)):C‘:(E D):(E: m"almgdP;D:‘gimde)
7e4(PrKA—X,C> =F-D w/radp,. yy)a(gL) wod p =
S o5 g g et

= M4 wod P= wm wad P=m = 111222
Simce W1 £ P
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I m>p — W owodp £y 27 wods =Bi# 27, ASCUL: Bbids per dhar
z2ouUx

Léwm;o_w mmm/p:m/ 45’%0@@1:7?, 2 = 25¢& chet

732&%7/%6‘”14 vs corpe [7Z w1 < P,

Homomorphic Encryption

Le & )y amf{ W, have £ be @MC’/’oypz'?ﬂf
Epc (FuKy=a ¢, m1 ) = ¢4 =(EBe, Dz) = (E4= /7410 Mﬂdp,%"g “wnodp)
Eve (Aka= 9, &y, ) = ¢ = (82, Do)= (&= 1,0 o p, o= %l p)
C/{Z :CIGC? = (Ei/D>°(Ez,D;):(E40527D °\D ): (£/Z QD//2)

E o =try- mzuqb4aL2mde = (;H'&z) Mﬂﬁ/(pwd)

= VMM, 0 wodl p = Wy, “2 od o

od p =

Dz = D= 2% ol p = @402, L - =2 o
Wl = o #5 WW/P
4'42 = C’;L —('122) Wﬁﬁ/(/"—i)
Eve (PulCy =0 5 Lz, ¥4 ) = Cpp = g0 O3 = (ErE,, (DLJFDZ):CE{A)/D{z)

Multiplica ZL[VQZ{( horoneol phic Encripizag,
Wy peed oy a%ﬂ/t%’vz@/muZﬁ}ﬂM/e ecryption.

ny = gMi mpﬂ/F Enc (PMK[—Q Lg) Wi) CE{, 9{) =
= (= m-a® edp, Dy = 2% vied p),

f/)z :ngVﬂﬁdP E}’)C(P”K~a 429 2.) (/Z)DZ):
:<EZ = Wz”ab‘z VMﬂdPJDZ: % ZVV/@Q/ [96,

Till this place
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